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N
·
h : E → H ·7^¸Tz |H |  |E| ¦zK^aR oc\pT \pocY  T\  \pocY;·.XZYEngo^_ocZTznT¡Th¦\.^_§OY e Yio3T¡Yi]lYiXZYEo;T{R\g EmEngoK[NY¤Xng7Y9,TW\TzcY$RngXZYz7npRWzKDnp]_bYp¡jzc^aRCYipYEo3T¡^lRCminp]_]lYEKnmi\p]l]_^aRW^_\;os jzcY$m{z\p^amY\p'z ^lR
m e b7m^ang]\ e TWzcYRWYEn e m{zKNY e \ e XZnpomY;q¡Y9RU^lpoc^locz bRWbnp]_]lQKXZYEngo7R T\5o7 n5T e np.Y  \p§[NYThYiYEo
XZ^loc^lX^aRW^_ocTzcYqoSbcX¤[NY e \pmi\p]l]_^aRU^l\po7Ri·cnpo5]l\ mi\pXZc]lYk.^_ThQp
 Õo \;b e mEnpRWYp·sTzcY^loccb.TZ.\pXnp^_o ^aRqTWzY5RU^lpo7nTWb e Y.\;XZnp^_o
S
zc^am{z ^aR¤m\;oRW^l.Y e Y9n;RnK[c^lon e Q
c\pXng^lo5\p.^lXYEoRW^_\;o
N

S = {0, 1}N P.^_omiY¡TzcYqRU^lpo7nTWb e YC^lRn}g  [c^_T¦^lo3TWYi;Y e TWzcY=TzcYi\ e YiTW^aming]RW^C;iYZ\g
S
^aR |S| = 264 zc^am{z ^lRzSbc;YpZjzcYZ e \pNY e ThQK\g¦XngkS^lX¤bXYio3T e \pSQK\p¦TzcY.YERm e ^_cTW\ e
e YEcbmY9RTWzYnp]_]l\np[c]lYRUn;mY¤TW\)n)RU^C;iY$\g |S| =
(
N
N/2
) ·Ozc^lm{z^lR=RUTW^l]_]zSbcpY¨ ≈ 1018 ®=jzcY
z7npRWz5.\pXnp^_o^aR¦np]lRW\¤.YiocY95npRnq[c^lon e Q.\;XZnp^_o
H = {0, 1}M ·3\g%RW^<;EY |H | = 2M   Õo5 e npmTW^amYp·
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M = 32
=jzcY¤oYkST=RWYEmTW^l\poKp^lpY9R [N\pbco7cR \ e TzcY¤oSbcX$[7Y e \pm\;]_]l^lRW^l\poR
Nc
[SQ,¦\ e ¯S^loc^_o TWzcY
^a.Y9ng]smin;RUYzcY e Y=TzcYqznpRWz)bcom¢T^_\;o,znpRnbcoc^_\ e X c^lRUT e ^_[b.TW^l\pos
+ %      ¶ ²µ  25 ±    ¾µ  ¶ ©Ei/ µ
Yqoc\BRUbc7\3RUY=TWz7nT zznpRn e ngoc\pX¬bcoc^_\ e X c^lRUT e ^_[b.TW^l\pos(£ mi\p]l]_^aRU^l\po^aRTWzcYqYEpYEo;T 
∃ (s1, s2) ∈ S s1 6= s2
npo
h(s1) = h(s2)
p
RW^_;onTb e Y9Rn e Y¤T\)[NYRhT\ e YEy^lo n)z7npRWzyTnp[c]lY\pRW^<;EY |H | = 2M   ¾ p > |H | TWzcYZc^lpYE\poczc\;]_Y e ^lom^lc]lYRhT{nTYER=TWz7nTqTWzY e \;[ng[^_]l^¸ThQ \gm\p]l]l^lRW^_\;o^aRq\;ocYp  ¾oc\pTE·sTzc^aRTWzcY)m]anpRRU^aminp]  U[c^ e TzcnDQ
 e \;[c]_YEX =ngo)TzcYq e \p[np[c^_]l^_ThQ\gm\p]l]l^lRW^_\;o5^aRp^lpYEo)[SQ 
Pcollision = 1 −
p−1
∏
k=0
(
1 − k|H |
)
 z7nT^lRZz\¦YEpY e XZ\ e Y)^lo3TWY e Y9RhT^_oc zcYEoRUTWb7.QS^_oc zn;RUzTnp[c]lYER^lRTzcYKYk.NYEmTWYEoSbcX¤[NY e \p
mi\p]l]_^aRW^_\;oR
Nc
·STWzngT¡minpo)[NYqYERUTW^lXnTWY9[3Q / |cr21 
Nc =
(
p
2
)
1
|H | =
p(p − 1)
2|H |
^_
M = log2(p)
TWzcYEoY5znD;Y5Yio\pbc;zRUn;mY5\ e YipY e Q^loccb.TYi]lYiXZYEo;TZngozm\;bc]a[NY)\;ocY 
T\  \pocY;·s^G Y;Zmi\p]l]_^aRW^_\;o   e YiY 3 \Yi;Y e ·­oc\gTYTWzngT¤RU^lomYZz ^aRqn e ngo7.\pX bom¢T^_\;os·%YRhT^_]l](znD;Y
Nc ≈ 2M−1
·'XZYEngo^_ocyTWzngT¤Yi;Yio ^lo TWzcY  h[NYERUTmin;RUYYRUTW^l]_]znDpYn e nTzcY e ]ln e ;Yo3bX¤[NY e \p
mi\p]l]_^aRW^_\;oRi  ¾sY e YEng]l]lQ$ngo3TT\ e YE.b7mY TzcYCmi\p]l]_^aRW^_\;oRT\nqXZ^loc^lX¤bcX,·S\ e YkcngXZc]lYp·
NC < 1
·3¦Y
RWzc\;bc]l5znDpY
p <
√
2M+1
9¦\poRW^a.Y e ^_o¤\pb e mib eWe Yio3TminpRWY=\gn$znpRWzT{ng[c]lYC\pRW^<;EY
2M = 232
·STWzcY
XngkS^lX¤bXRU^C;iY\p%TWzYRW^lpongTWb e Y=RWbc[RWYT
Sreal
\pbc]a5[NYq\po]_Qu3|g}pªr¡YE]_YEXYEo3TRE·cn$]l^_TUTW]lYq[c^_T XZ\ e Y
TzngoK|¤zc\pb e R\g3^a.YE\ Y=TWzSbRz7nDpYCTW\onT e n;.Y  \g§K[NYThYiYEo5TzcYqRU^C;iY\g%TWzcYqzn;RUz5Tnp[c]_Y
npongo,npmimiYi.T{ng[c]lY e ngTWY\gm\;]_]l^aRU^l\poRE
!CoYy^_o3TY e YERUTW^locN\p^lo;T^lR5TW\oTzcYX^loc^lX¤bcX RW^<;EY \pqTWzcYznpRWzTnp[c]_Yzc^am{z minpo p^lpY npo
n;mimiYi.T{ng[c]lYo3bX¤[NY e \pmi\p]l]_^aRW^_\;os·.\ e YikcngXZc]lY
Nc
X$bRUT¡[7Y¤[7YE]_\ n e n;m¢T^_\;o)\pTzcY^loccb.T=RU^C;iY·
^G Yp
Nc <
p
r
·czc^am{zQ3^lYi]acR 
|H | > r(p − 1)
29¦\;oSpY e RWYi]lQp·pY¡^aRWzTW\$¯Soc\TWzcY=Xnk.^lX¤bcX¬oSbcX$[7Y e \p%Yi]lYiXZYio3T{R(TznT
Sreal
mEngo5z\p]a­·Sp^lpYion
mi\poRUT e ng^lo3T
r
ngo7)nzn;RUz)Tnp[c]_YRW^C;iY |H | 
p < 1 +
2|H |
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 ^_TWz |H | = 2M = 232 · r = 100 ·TWzcY^locYE`3bnp]_^_ThQ QS^_YE]lcR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j\K e Yi;Yio3T¤m\;]_]l^lRW^l\poRYX¤b7RhT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nDQ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nbcoc^_\ e X.^aRhT e ^l[cb.T^_\;oy^loyTWzY e YE.b7mYERU7npmY;=jzYbcomTW^l\poznpR
z\¦YEpY e TW\K[NYnpRqRW^lX]_Yn;R7\3RWRW^_[]_Y; YZTz3b7Rq.Y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 e Y9RUYEo;TYE)zcY e Y=\ e mi\pXZn e ^aRU\;o5cb e N\;RWYERE
rp
h(σ) = σ1   32
¨©xP  xK\3RhTCP.^_;oc^¸Nmingo3T ^¸T{R®
|.
h(σ) = σ32   64
¨  P    Y9npRUT¡PS^_;oc^_7minpo;T ^_TR{®
~c
h(σ) = σ mod (231 − 1) ¨©X\..b]_\S®

h(σ) = σ1   32 + σ32   64
¨  P =x P®
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Yi]l]G Õo \ e .Y e T\¤fhbRUTW^_QKTzcYm{z\p^amY\g(TzcY$z7npRWzybcom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W
^lR;^_;Yio[3Q 
W =
2 ∗ IQR
3
√
NzY e Y
N
^aRZTWzcYKoSbcX$[7Y e \gqRWnpXZc]_Y9Ri·ngo7  IB>#TWzcYK^lo3TWY e `3bn e T^_]lY e npocpY;j\ p^lpYKnzc^lo;T\p
z\Bmi]_\3RUYTzcY$.^aRUT e ^_[cbcTW^l\poK^aRTW\TWzcY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mi\pXZcb.TYE­(jzY     ^aR.YoYE)\ e Th\.^lRUT e ^l[cb.TW^l\po7R
p
ngo
q
n;R
d(p, q) =
∑
k
pk log2
pk
qk
jzY    .^_;Y e pYEom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RWYio7RUY;ZjzY  bc]_]l[n;m{¯   YE^_[]_Y e .^lpY e ;YiomiY$;^_;YERqnXZ\ e Y$;]_\;[ng]\;c^loc^_\;o\;o TzcYRWX\S\pTWzcocY9RWR\p
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.^aRhT e ^l[cb.T^_\;os·czc^l]lYqTWzcYRUTnpocn e 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TW^l\poR¦znD;Y^_o©n;m¢TpY e QZRU^lXZ^_]an e .^lRUT e ^l[cb.TW^l\po%  Y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npo5TWzSbR
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